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CiscoWorks Wireless LAN Solution Engine Express 2.13

Organizations are adopting wireless LANs (WLANSs)rtorease business productivity and accessibili§etwork managers need a solution
that provides them with the control they need featively manage and secure their WLANs. CiscoWakkeeless LAN Solution Engine
Express (WLSE Express) plays a key role in the cChAatonomous WLAN solution for managing Cisco Aied® access points.

CiscoWorks WLSE Express helps simplify and autortta¢edeployment and security of WLANS, to ensumgrtemooth operation and
dependability. CiscoWorks WLSE Express also inctuale integrated authentication, authorization seteeprovide localized management
and security services for local WLAN users. Adatitlly, it provides WLAN intrusion detection IDSpabilities for detecting WLAN
intrusions such as rogue access points, ad-hoonetpand excess management frames on the aiyfiieally signal a WLAN attack.

CiscoWorks WLSE Express provides a solution forlsared medium-sized businesses (SMBs), and engerjorianch-office WLAN
deployments of up to 100 Cisco Aironet access polwr medium-sized to large enterprises and veiselertical markets where wireless
management of hundreds to thousands of autonomisus Bironet access points is needed, Cisco offeriscoWorks Wireless LAN
Solution Engine (WLSE). Please refer to the Cisook& WLSE data sheet for additional details.

PRODUCT OVERVIEW

CiscoWorks WLSE Express is the integrated secarity management solution for managing Cisco Airan&nomous access points located
in one or multiple locations. CiscoWorks WLSE Eogs can manage up to 50 Cisco Aironet access moings to 100 Cisco Aironet access
points through an optional license upgrade.

CiscoWorks WLSE Express provides comprehensiveadid frequency (RF) and device-management cagiabiln ways that simplify
deployment, reduce operational complexity, and igg@@administrators visibility into the WLAN. By aarnating several RF and device-
management tasks, CiscoWorks WLSE Express redheaosts and time needed for WLAN deployment, mamagt, and security.

By using Cisco Aironet access points as RF air toosii CiscoWorks WLSE Express provides WLAN intamsdetection and protection. As
part of the WLAN Intrusion Detection System (ID€)jscoWorks WLSE Express quickly and securely detdotates (Figure 1), and disables
unauthorized (rogue) access points, helping torerthiat security policies are applied consistetifpughout the network. The latest IDS
addition is the Management Frame Protection (MBRWwhich management frames between access poatustienticated, eliminating several
WLAN attacks that arise due to spoofing of authedizlevices. CiscoWorks WLSE Express enables MREReimetwork and provides visibility
into network events associated with MSP detectimtégtion. CiscoWorks WLSE Express further enhaticesecurity of the WLAN by
monitoring for ad-hoc networks, unauthorized WLAIMt networks, client spoofing, and other WLANaatts that may introduce security
openings in the network. These capabilities carefieany organization, including those that havéfoomally operationalized WLANs but
want to guard against intruders.
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CiscoWorks WLSE Express also provides an integratelembedded user Authentication and Authorizaemer, making it an ideal solution
for remote branch-office deployments with limitedAW bandwidth. It supports popular Extensible Auttieation Protocol (EAP) types
including Cisco LEAP, Protected EAP (PEAP), EAPxi&e Authentication via Secure Tunneling (EAP-FAS3nd EAP- Transport Layer
Security (EAP-TLS). It supports up to 500 userghenstandard CiscoWorks WLSE Express, or up to 18@0s on the license-upgraded
version of CiscoWorks WLSE Express, which suppd@8 Cisco Aironet access points.

CiscoWorks WLSE also supports Voice over WLANSs hglging the deployment of voice with call admiss@amtrol. This enables access
points to prioritize/optimize WLAN bandwidth for iae traffic. It also monitors the health of the e®inetwork, including calls with degraded
QoS and jitter/loss.

Figure 1. CiscoWorks WLSE Express Location View: Rouge Access Point Location
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CiscoWorks WLSE Express provides dynamic RF managéthrough self-healing, which adjusts a CiscawAdt access point’s cell coverage
area automatically when an adjacent access potoiniies disabled or fails. It also helps optimizdgramrance by detecting and locating RF
interference while proactively monitoring usage émdts.

CiscoWorks WLSE Express’ deployment wizard enabféisient access point deployment through contextoafigurations that are
automatically applied to access points as theplgged into the network. Specific access-poimifignirations can be applied depending on
flexible deployment criteria. This reduces acqessit deployment times, increases security andigordtion consistency, while reducing
user-caused configuration errors.

CiscoWorks WLSE Express may be transparently iategrwith other network management systems, opegdtsupport systems, and
CiscoWorks applications through syslog messagespi8iNetwork Management Protocol (SNMP) traps, améxtensible Markup Language
(XML) interface. Its secure HTML-based user inded provides access anywhere, including throughvéiis.
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KEY FEATURES AND BENEFITS

Deployment
CiscoWorks WLSE Express speeds deployment by adiegneonfiguration and setup, reducing the ovesadit to provision WLANs. The
result is superior return on investment and enlédpeeductivity.

CiscoWorks WLSE Express offers the following cafitibs:

e Automatic CiscoWorks WLSE Express setépctory-default CiscoWorks WLSE Express can beraatiwally configured from a Dynamic
Host Configuration Protocol (DHCP) server. CiscoVgoWLSE Express configuration including the IP addr hostname, and default

gateway can be specified on a DHCP server andratially downloaded to CiscoWorks WLSE Expressrduthe boot up. This enables
easier CiscoWorks WLSE Express deployment in remotebranch-office locations, without requiringdXpertise at the remote site

e Automatic access-point configuratierCiscoWorks WLSE Express can automatically discewet configure newly deployed autonomous
Cisco Aironet access points using DHCP, with teiBility to assign different configurations basmuthe access-point device type, its
source subnet, and its software version. CiscoWdfkSE Express provides an easy-to-use deploymerardito specify the configuration
criteria up front. This allows administrators td@uate deployment and simultaneously maintain cbirrapidly expanding environments.
The deployment wizard also simplifies and autom#tessetup of the Wireless Domain Services (WD8&) pays an important role in the
Cisco Distributed WLAN Solution for seamless malilind RF aggregation services. Access points asi€@isco Aironet 1100 Series,
Aironet 1130 AG, or Aironet 1200 access pointshia temote location can provide WDS services. Fptayenents that use Cisco Aironet
access points as WDS, CiscoWorks WLSE Express wamatically designate a WDS access point and applyight configuration to it
without requiring manual setup.

e Assisted site surveys Complete and reliable WLAN coverage is achievely wiith a detailed site survey. CiscoWorks WLSEpEess
helps IT managers to perform cost-effective siteeys in-house without being experts in RF propagaand measurement. The assisted site
survey tool automatically determines optimal fremieselection, transmit power, and other settimndgch the administrator can then apply.
The coverage areas can be defined to cover onbifigubareas. CiscoWorks WLSE Express also provadeautomated re-site survey that
periodically assesses the performance of the nktwith respect to baseline site-survey settingselMitadio settings in the network are no
longer optimal, CiscoWorks WLSE Express generatestification allowing the administrator to quickdpply newer, more optimal radio
settings.

Operations
CiscoWorks WLSE Express automates a wide rangepatitive time-consuming tasks, simplifying the mag@ment of Cisco Aironet access
points and bridges to enhance productivity for meknadministrators.

e Centralized firmware updatesAccess point and bridge firmware may be updatedass. Updates may be assigned to a specific devioe
groups. Tasks may be scheduled or executed on deman

e Mass configuration changesConfiguring a group with hundreds of devices regmiino more effort than configuring a single device.
Configuration tasks may be scheduled or executetkomnd. CiscoWorks WLSE Express supports all eiméiguration settings available
on Cisco Aironet access points, including Wi-Fiteobed Access (WPA) and Wi-Fi Protected Access PAR) security settings.
Configuration updates are done using Secure SB8H] Protocol. Specific RF settings such as chaametpower as recommended by the
CiscoWorks WLSE Express Site Survey Wizard can bésapplied to devices based on a schedule.

e Dynamic grouping-The Device Groups feature makes administering th&M/more effective and intuitive. Devices may bgamized into
hierarchical groups defined by the administratonu@s may span multiple subnets.
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e Automated discoveryGiscoWorks WLSE Express automatically discovers&isironet access points, bridges, and switchesecied to
access points using Cisco Discovery Protocol. Disgpmay be scheduled or run on demand.

e Configuration archive-The CiscoWorks WLSE Express is able to store teeftaur configuration versions for each manageeésspoint,
allowing configuration tasks to be undone.

e VLAN configuratior—VLANs on access points may be configured and mositoallowing differentiation of LAN policies anéwices,
such as security and quality of service (QoS)dftferent users on enterprise and public-accessNd.A

e MBSSID Support-CiscoWorks WLSE Express supports the configuratiobmultiple broadcast SSIDs. It supports up ta@lcast
Service Set Identifications (SSIDs) per accesstpoin

e Customizable thresholdsAdministrators may define different faults and penfiance thresholds for specific sites and groupsrapanied
by specific actions and fault priorities. A cenizat fault screen simplifies quick resolution obplems. Various WLAN health indicators
such as network load, RF usage, errors, and @istciations can be monitored.

e Fault status—CiscoWorks WLSE Express provides a centralized wéwll access points and device groups. Colorrapdind group icons
indicate fault status. Faults may be filtered amdesl by priority to facilitate viewing and resaig problems.

e Fault notification—Fault notification and forwarding are implementeithveyslog messages, SNMP traps, and e-mail.

e Switch monitoring—Switches connected to access points are monitoreaiailability and the utilization of ports, CPahd memory.

Security and WLAN Intrusion Detection

Organizations need to protect their RF environnaeit data networks from unauthorized access. Undmélib(rogue) access points installed
by employees or intruders create security breaittagput the entire network at risk. WLAN IDS quickletects, locates, and automatically
shuts down rogue access points. CiscoWorks WLSEeSsmprovides effective rogue access-point switathtpacing by monitoring and using
the clients that are associated to rogue acceasspttius providing a means of containing the raageess point by shutting down the switch
port connected to the rogue access point. Rogesagoints can be filtered by Received Signal §treimdicator (RSSI) threshold to avoid
triggering alarms for access points that might neighboring network. CiscoWorks WLSE will also ipelically monitor for changes in the
status of rogue access points that are markedriisieto alert the administrator in case its looatand RSSI values change.

CiscoWorks WLSE Express detects unauthorized WLAMac networks, and locates and identifies whiclelsss clients are participating in
the network. It also detects clients spoofing ariteal MAC addresses and generates notificatiorsed@orks WLSE Express monitors per-
channel excess wireless management frames susltesseassociation, disassociation, probe requesfmnses, and authentication and de-
authentication frames that may signal WLAN atteslksh as denial-of-service (DoS) and “man-in-theelig@tlattacks. EAP over LAN
(EAPOL) flood-message monitoring provides a meargetect excess authentications requests by ardartr

CiscoWorks WLSE Express provides a WLAN IDS dasht#dbat acts as a launch pad for all WLAN IDS feesu The dashboard provides a
summary of all WLAN IDS alarms. In addition, it glays WLAN IDS reports pertaining to rogue acces®s, unauthorized ad-hoc networks,
and unregistered clients, which can be exportesusimma separated value (CSV), PDF, and XML fosmiEtese reports provide detailed
information including the estimated location of IM.AN IDS fault, which access point detected #,¢hannel, and its basic service set
identifier (BSSID). Administrators can select arthble specific WLAN IDS events they are interestettirough a WLAN IDS profile. These
WLAN IDS profiles can be customized per locatiorptovide greater flexibility and control. Notifitans can be sent through e-mail, syslog,
or SNMP trap messages.

WLAN IDS protection can be tailored to suit indivia needs:

o Integrated WLAN IDS-Standard Cisco Aironet access points are deployidtiae radio (IEEE 802.11a, b, or g) placed in tifuhction
mode to service client devices and to provide WLANusion monitoring. Intrusion detection infornwtiis gathered from the access points

All contents are Copyright © 1992—2005 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 10



that scan the RF environment. Optionally, Ciscertlicards and Cisco compatible client devices pewadditional information about the RF
environment. Rogue access point detection, unaatitbad-hoc WLAN detection, and Excess Managemeame detection are supported
using the integrated WLAN IDS.

e Dedicated WLAN IDS-A dedicated access point-only WLAN is deployed with access point radio (802.11a, b, or g) plaseddio scan
mode to support WLAN intrusion monitoring. Accessrs configured for dedicated IDS do not suppbents. This solution provides
continuous monitoring of the RF environment. Actbugt-unassociated client device monitoring is sufgzbto minimize the risk of clients
associating to rogue access points and to prdteatétwork from malicious intruders probing the &fvironment for weaknesses.

Other security features of CiscoWorks WLSE Expieshide:

e Integrated Authentication and Authorization serv€liscoWorks WLSE Express provides an embedded UWskeatication and
authorization server. For remote and branch-offications, this provides WAN link survivability providing local user-authentication
services for both wired and wireless users. It suggpopular EAP types including LEAP, PEAP, EAPSHA and EAP-TLS for up to
500-1000 userLCiscoWorks WLSE Express also supports Lightweigine®@ory Access Protocol (LDAP) and Active Diregtarser
directories for user authentication.

e Security policy monitoring-All access points on the network are monitorecctmrsistent application of security policies. Aleats
generated for violations and can be delivered hyaé; syslog, or SNMP trap notifications. Severaligies including SSIDs, security
schemes (Open, EAP), encryption, telnet, and HTekfhgs can be monitored for enforcement.

e Secure user interfaeeCiscoWorks WLSE Express provides a secure HTML-thaser interface that may be accessed anywhene, eve
through firewalls. In addition to the Web-based G&Jtommand-line interface (CLI) like that in Cid€S Software provides direct console,
Telnet, or SSH access for basic configuration amghtieshooting. CiscoWorks WLSE Express communsgcafén access points using HTTP
Secure Sockets Layer (SSL) sessions for management.

® Role-based access modeCiscoWorks WLSE has a flexible, role-based useessenodel. For example, help desk personnel céimived
to viewing reports and faults. Several common anttbation modules are supported, including TACACS&rd RADIUS. WLSE also
enables centralized user administration by intéggatith Cisco Secure ACS. Users can be definednaapped to a user role centrally on
Cisco Secure ACS.

e Management Frame ProtectierCiscoWorks WLSE Express also provides Managemeh€&Protection (MFP), by which management
frames between Access Points are authenticatedpaling several WLAN attacks that arise due too$ipg of authorized devices.
CiscoWorks WLSE Express enables MFP in the netwarkprovides visibility into network events asstaiawith MFP
detection/protection.

Performance Optimization and High Availability

Interference detection and location is criticahtaintaining a reliable WLAN. RF measurements ser@iscoWorks WLSE Express include
measurements for both 802.11 and non-802.11 iméerde. If the interference exceeds an administdafined threshold, a fault is generated
so that the administrator can quickly locate arpsess the source of the interference.

e Air/RF scanning and monitorirgCisco Aironet access points are multifunctionathviduilt-in RF scanning and measurement capalslitie
CiscoWorks WLSE Express analyzes these RF measntenpeovides notification if performance degradex] displays air/RF coverage
(Figure 2). It also analyzes RF measurements fr@ooCAironet and Cisco compatible client deviceger@ air scanning and monitoring
provide 10 to 20 times more RF measurement dateabeess-point RF measurements alone. Because VEli&Ns can freely move about
all areas of a building, the addition of clientrsegg and monitoring extends RF monitoring intcaareost likely to contain rogue access
points while allowing for more accurate detection.
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Figure 2. CiscoWorks WLSE Express: RF Coverage
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e Interference detectior-CiscoWorks WLSE Express catalogs the physical iooatf all managed access points and creates anajpeof the
WLAN installation. This allows the wireless-awaretwork to detect points of interfering RF energgttaffect network performance. The
source of this energy could be a rogue access poetevice that operates in the same frequemgerasuch as a cordless telephone or
leaky microwave oven. Interference detection amation is critical to maintaining a reliable WLANdministrators can define thresholds to
generate fault notifications when detected interfee levels are exceeded.

e Self-healing WLANs-CiscoWorks WLSE Express can detect and compensatanfaccess point that has failed by automatigadiseasing
the power and cell coverage of surrounding accesg The self-healing process provides contigumy&rage to maximize the available
coverage of the WLAN and minimize client impact.

e Automated resite surveysCiscoWorks WLSE Express automatically reassessks tiaroughput and performance to provide notifaaff
performance falls below administrator-defined thadds. New optimal settings can be found by runnigsite survey wizard, then applied
to the network.

e Support for 802.11h/Dynamic Frequency Seleeti@isco Aironet 802.11a access points change thedrezy when they detect radar
transmission on the same channel to not interféttethve radar frequency. CiscoWorks WLSE Expredbkhbei notified of this and update its
RF data model and Location Manager GUI coveragaaligdo reflect the change.

e Warm standby redundaneyCiscoWorks WLSE Express supports redundancy thraugitimary and backup mechanism. If the primary
fails, the backup automatically takes over. Datzhsas performance data, fault messages, and reahs $etween the primary and backup is
synchronized on a user-defined interval to minintieeloss of collected data when a backup takes éwveotification is generated during
the switchover.
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Reporting, Trending, Planning, and Troubleshooting

Real-time client tracking is a powerful tool footibleshooting client network access issues. Usitgaclient name, user name (supported for
Cisco LEAP and PEAP), or MAC address, it is easgdtermine which access point a client is assati@tén real-time. In addition, the
previous 10 associations for the client and astatiaccess points can be accessed to aid in tghdnéng.

CiscoWorks WLSE Express provides several reportadnitor the health of the network. Information aboetwork usage, client association
and usage, historical and current client usagesstat Cisco Aironet access-point Ethernet andbraderfaces status, and error details are
displayed in both graphical and tabular form. R&poray be generated both at the individual degelland the group level. All reports may
be scheduled, delivered by e-mail, or exported®vV{CXML, and PDF formats.

CiscoWorks WLSE Express also provides comprehertgiverage display overlaid on floor maps to prowighbility into the RF environment.
The CiscoWorks WLSE Express Location Manager taol display a graphical view of radio coverage by date and signal strength.
CiscoWorks WLSE also supports RF management fectiomal antennas. Details about device settimgsding channel and power, can be
overlaid on the coverage display.

CiscoWorks WLSE Express also provides reports toitopthe health of the Cisco Wireless LAN Servitésdule (WLSM) including the
clients on each mobility group, client roaming suamyrand Wireless LAN Domain Services (WDS) status.

Deployment and Monitoring of Voice Over WLANS

CiscoWorks WLSE Express enables wireless netwonkiridtrators to easily support voice over WLANsoihgh a “Voice Express”
configuration template. This enables the correm®@nd Call Admission Control (CAC) configuratidnsbe deployed in supporting access
points and wireless phones that support the WMMo&eSstandard for optimizing/prioritizing voice owdata.

CiscoWorks WLSE Express monitors call statistidatesl to admission control, including rejectedalhd calls in progress, which provide
visibility into bandwidth usage for voice. It alsapports Voice Traffic Stream Measurements fromh aacess points and CCX v4 clients,
which provide valuable information on roaming deleglls with degraded QoS etc to aid in troubbesimg.

CiscoWorks WLSE Express provides client-associatgports and client-tracking support for the Cis¢iveless IP Phone 7920. The client-
tracking feature can be used for troubleshootiryfaming associated access points.

Integration

When network faults are detected or user-definefbpaance thresholds are exceeded, CiscoWorks WEgEess can generate notifications
through SNMP traps and syslog messages. Integraitbrthird-party network management systems ivigied through these event messages.
As part of the CiscoWorks network management sefigsoducts, CiscoWorks WLSE Express integrateh thie CiscoWorks LAN
Management Solution (LMS) and other CiscoWorks iapfibns to increase the efficiency of managingaverged wired and wireless
network. Device inventory and credentials, for eglancan be imported or exported between CiscoWAKSE Express and CiscoWorks
Resource Manager Essentials (RME) tool, an appicdhat provides broad network management fordewange of Cisco devices. If desired,
device discovery may be turned off to allow autamaiventory synchronization with CiscoWorks RMEs@Works WLSE Express uses the
same default user roles as CiscoWorks LMS, butawva customization. CiscoWorks WLSE Express catabeched from CiscoWorks LMS
desktop.

CiscoWorks WLSE Express also provides an XML ARIdrporting data and for third-party integratiorevires in the network, detected
faults and alarms, and reports and informatiorectdid from the network using SNMP can be expoudamther external systems for
customization.

CiscoWorks WLSE Express itself is a manageablecgetviat supports SNMP MIB-1l. CPU utilization anémmory utilization of CiscoWorks
WLSE Express can be monitored using SNMP.
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FEATURES AND BENEFITS

Table 1 summarizes the features and benefits ab®@isrks WLSE Express.

Table 1. Features and Benefits

Feature

Benefit

Integrated and embedded user authentication and authorization
server

Localizes user authentication and provides WAN survivability
for remote- and branch-office deployments

Wireless LAN IDS with rogue access-point detection, switch-
port shutdown, client MAC spoofing, and WLAN attack
detection

Eliminates security threats posed by malicious intruders and by
employee-installed unauthorized access points

CiscoWorks WLSE Express deployment wizard for Cisco
Aironet access points

Allows for rapid deployment and expansion of the WLAN

Interference detection

Notifies administrators quickly about conditions that may affect
network performance

Self-healing adjusts cell-coverage area to compensate for
disabled or failed access points

Increases WLAN availability and optimizes WLAN performance

Assisted site-survey tool

Assisted site surveys performed by IT personnel reduce the
costs, skills, and time required to make optimal radio settings
for best network performance

Automated follow-up site surveys

Maintains peak WLAN performance and reliable WLAN
coverage by periodically reassessing the performance of
optimal settings in the network

Automated configuration and bulk firmware updates

Simplifies daily operations and management

Access-point and bridge security-policy misconfiguration
detection and alerts

Enhances security by monitoring consistency throughout the
network

Proactive fault and performance monitoring

Increases WLAN availability

Access-point group usage reports

Fast troubleshooting improves user satisfaction

XML data export

Facilitates integration with third-party applications

SUPPORTED CISCO DEVICES

Up-to-date device support information can be |atate
http://www.cisco.com/en/US/products/sw/cscoworkgid¥products_device _support_tables_list.html

TECHNICAL SPECIFICATIONS

Table 2 outlines the technical specifications cfad@Works WLSE Express.

Core Logic CPU VIA Processor 1 GHz
_ Hard drives One 40-GB Integrated Drive Electronics (IDE) hard drive
brives CD-ROM drive IDE CD-ROM drive
Serial One 9-pin connector
Ports usB Two in rear
RJ-45 One 10/100 Ethernet connection
AC power supply wattage 60W external
Power AC power supply voltage 100-120V at 50-60 Hz; 200-240V at 50-60 Hz
System battery CR2032 3V lithium coin cell

All contents are Copyright © 1992—2005 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 10


http://www.cisco.com/en/US/products/sw/cscowork/ps3915/products_device_support_tables_list.html

Dimensions

Height 2.56 in.

Width 8.27in.

Depth 10.16in.

Weight 6 1b (9 kg) maximum

Environmental

Operating temperature

50 to 95°F (10 to 35°C)

Storage temperature

-40 to 149°F (40 to 65°C)

SUPPORTED WEB BROWSERS

CiscoWorks WLSE Express is accessible throughdhewing browsers:

e Mozilla Firefox 1.0.6

e Microsoft Internet Explorer Service Pack 1

ORDERING INFORMATION

To place an order, contact your Cisco Systems® sefgesentative. For more information, gohtip://www.cisco.com/go/wisand

http://www.cisco.com/go/integratedwireless
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